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Introduction

In a 2020 Exterro study, general counsel listed “ " as a top priority.

Despite this, corporate noncompliance fines from violating the x>

* * :
European Union’s General Data Protection Regulation (GDPR) ) GDPR *

shot up seven times higher by 2021. What's causing the disconnect? \** */

We'd argue that while most GCs know data privacy compliance is critical for managing risk, it can be
difficult to figure out what they actually need to do about it.

Until just a few years ago when data privacy regulations like the GDPR started emerging, IT departments
handled anything data-related — including compliance. But now, as Exterro’s Dan Sholler notes, this
growing “focus on data” has forced top legal leaders “to take on the job of managing this big hunk of
risk.” This is a whole new world for GCs, who have to learn the ins and outs of this complex area while
juggling a variety of additional responsibilities.

Keep this risk management manageable by first mastering the basics of data privacy compliance and
learning five key strategic actions to take.
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https://www.exterro.com/legal-spend-survey-2020
https://www.dlapiper.com/en/spain/insights/publications/2022/1/dla-piper-gdpr-fines-and-data-breach-survey-2022/

The major consequences of
data privacy noncompliance

The most glaring consequence of noncompliance with data privacy laws is the financial impact of
fines. However, the related damage to a business’s reputation also negatively affects the bottom line.

Steep regulatory fines

To impart the seriousness of noncompliance and serve as a warning to companies, data privacy
regulations intentionally include major financial penalties for businesses that violate the laws. The
GDPR website clearly notes that “stiff fines are aimed at ensuring best practices for data security.”

As the most stringent and comprehensive data privacy regulation currently out there, the GDPR has
the most extreme penailties.

GDPR fines can be up to

whichever is higher.

While fines vary across regulations and may be less punitive than GDPR penalties, the point remains:

companies that don't take steps to ensure compliance will face financial losses that could've been
prevented. And with more organizations operating on tighter margins in the wake of COVID-19, even

smaller financial hits can jeopardize the health of a business — and your place within it.

Reputational damage and loss of trust

Even if it's not intentional, any violation of data privacy regulations will negatively impact your
company’s credibility. According to KPMG's 2021 Corporate Data Responsibility report, most
consumers are worried about the amount and type of personal data organizations collect

from them. Additionally, 40% already don't trust that businesses use data ethically. Instances of
noncompliance reinforce these concerns, resulting in lost customers, investors, and revenue.

88% of consumers won't buy from or work with brands they don’t trust. And with word traveling so
fast in the digital world, companies that violate data privacy regulations lose support fast.

For example, Target — which is well known for its loyal, high-spending consumers — reached a
historic low in consumer perception after their 2013 data breach, which they delayed in telling

consumers about. And across organizations, shares decline 3.5% on average following a data

privacy event, according to a Comparitech study.
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https://gdpr.eu/fines/
https://www.aparavi.com/resources-blog/data-compliance-fines-how-much-cost-you
https://www.ey.com/en_us/law/general-counsel-imperative-barriers-building-blocks
https://advisory.kpmg.us/articles/2021/bridging-the-trust-chasm.html
https://www.koncisesolutions.com/wp-content/uploads/2016/11/J121296_d7_Okta_Digital_Trust_Report_UK_1.pdf
https://www.nbcnews.com/better/pop-culture/target-effect-psychologist-explains-why-you-can-t-just-buy-ncna923456
https://www.huffpost.com/entry/target-reputation_n_4673894
https://www.comparitech.com/blog/information-security/data-breach-share-price-analysis/
https://www.comparitech.com/blog/information-security/data-breach-share-price-analysis/
https://gdpr.eu/fines/

The fundamentals of
data privacy laws

Since there's currently no federal law governing data privacy in the United States, the best way to
develop a general understanding of the basics of these regulations is to look at GDPR compliance.
While other U.S. federal and state laws differ in specific instructions across industries, the GDPR’s core
elements apply across them and give GCs a solid framework to keep in mind.

The GDPR lays out 7 key principles for businesses to follow when handling sensitive data.

01 Lawfulness, fairness, and transparency

Companies must collect consumer data through legal means, offer consumers the clear
option to choose if their data will be collected and used, and tell them up front why and
how they collect, store, and use data.

Violation: Google was fined $120 million after placing tracking cookies on
Google France without giving users a clear avenue to opt out.

02 Purpose limitation

Companies must use collected data for its originally intended purpose. So, companies

can't say they're collecting user information for a newsletter when they're actually
collecting it to sell to a third party.

Violation: Bankia was fined around $55,180 after retaining data for over 16
years from an individual who was no longer a client.

03 Data minimization

Companies must only collect information relevant to their explicitly stated objective. For
example, if a retail company was collecting information to register users for an online
rewards account, asking for their name and email would make sense. However, they
couldn't ask for their social security number or mother’'s maiden name.

Violation: Online retailer Spartoo was fined nearly $276,000 for collecting consumer
bank and health insurance information while recording customer service calls.
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https://www.nytimes.com/wirecutter/blog/state-of-privacy-laws-in-us/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/
https://www.dataguidance.com/news/france-cnil-imposes-%E2%82%AC250000-fine-spartoo-multiple-gdpr-violations-including-data-minimisation
https://techcrunch.com/2020/12/10/france-fines-google-120m-and-amazon-42m-for-dropping-tracking-cookies-without-consent/
https://www.dataguidance.com/news/spain-aepd-fines-bankia-%E2%82%AC50000-purpose-limitation-violation

U 4 Accuracy

Companies must keep customer data records updated and take proactive steps to
correct inaccurate entries.

Violation: Equifax was hit with a $1.1million fine for multiple violations, including
repeatedly contacting individuals who had already paid what they owed.

05 Storage limitation

Companies must delete or anonymize data after it serves its intended purpose

Violation: Insurance company AG2R La Mondiale was fined approximately
$1.9 million for keeping records of 2,000 individuals past the industry’s

maximum 3-year retention period.

06 Integrity and confidentiality (security)

Companies must take adequate security measures to protect sensitive information and must

also have backup systems in place to preserve data. These methods vary across companies
but generally include a combination of cyber and physical defenses like proper encryption, login
authentication, and file shredding and disposal.

Violation: British Airways was fined $26 million after a data breach compromised
personal information from 420,000 consumers and employees.

07 Accountability

Companies must be able to show the actions they've taken to maintain regulatory compliance,
including work with third parties. Proper documentation is especially critical in case of something like a
data breach, when companies are legally required to disclose the details of the event, what safeguards

were in place, and what remediation is happening.

Violation: Enel Energia was fined $30.1 million for, among other violations, a failure to “prove

compliance with data protection laws in relation to unwanted promotional calls carried out
by a business partner and for its failure to carry out the required checks on the activities of its
business partners,” according to DataGuidance.

For an even deeper dive into each principle, visit the Information Commissioner Office’s website.
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https://gdprhub.eu/index.php?title=AEPD_-_PS/00240/2019#On_the_accuracy_principle
https://www.dataguidance.com/news/france-cnil-imposes-%E2%82%AC175m-fine-ag2r-la-mondiale
https://www.bbc.com/news/technology-57734946
https://www.bbc.com/news/technology-57734946
https://www.dataguidance.com/news/italy-garante-fines-enel-energia-265m-multiple-data
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/
https://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/

5 ways to ensure
data privacy compliance

As former The Globe and Mail GC Sue Gaudi notes, “privacy is a compliance matter, of course, but it is
also a culture issue.” To minimize chances of noncompliance, data privacy needs to be a company-
wide priority. And how much time, focus, and money an organization invests in ensuring compliance
with data privacy laws will ultimately determine how effective those measures will be.

01

Stay updated on regulations

You don't know what you don’t know, but for GCs, what you don't know can devastate your
company. As your company’s expert on interpreting and applying laws, you need to have
a solid understanding of the data privacy regulatory landscape so you can feel confident
in checking off legal requirements.

Take 30 minutes out of your week to brush up on major regulations like the GDPR and
the California Consumer Privacy Act (CCPA), and read up on any additional industry-
specific laws your company needs to comply with, like healthcare’s Health Insurance
Portability and Accountability Act (HIPAA) Privacy Rule. By doing this now, you can save
yourself from dealing with a breach that eats up significantly more of your time — one
breach takes an average of 287 days to completely resolve.

Here are some quick tips to speed up the learning process:

1. Sign up for the Law360 Cybersecurity & Privacy section newsletter for

coverage on recent cases.

2. Follow the American Bar Association (ABA) Privacy and Data Security

Committee and check out the ABA Journal’s Privacy Law section.

3. Subscribe to blogs and email newsletters from notable firms with
cybersecurity practice areas, such as Hunton Andrews Kurth.

4. Register for cybersecurity and data privacy CLE webinars with local and
state bar associations.

If you need additional context on a topic, reach out to your IT department! Since you're
working together to mitigate risk, exchanging knowledge is key to successful collaboration.
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https://www.cpomagazine.com/data-privacy/todays-cpo-tomorrows-general-counsel/
https://gdpr.eu/
https://oag.ca.gov/privacy/ccpa
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://datamatters.sidley.com/data-breaches-are-more-expensive-than-last-year-new-ibm-security-report-finds
https://www.law360.com/cybersecurity-privacy
https://www.americanbar.org/groups/litigation/committees/privacy-data-security/
https://www.americanbar.org/groups/litigation/committees/privacy-data-security/
https://www.huntonprivacyblog.com/
https://www.barassociationdirectory.com/

02

03

Establish or review your privacy
and tracking policies

Violations of the GDPR'’s “lawfulness, fairness, and transparency” principle make up a
significant number of the top fines to date, with most of them connected to a lack of

clear consent regarding tracking cookies and vague privacy policies. However, in terms of
the resources that go into maintaining compliance, creating and updating these crucial
notices is a relatively easy lift.

As DLA Piper outlines, the key to avoiding those penalties is to follow this general guideline:
“Provide notice to individuals, at the time of collection of their data, about what is being
done with that data: who is collecting it, why, where the data is going and to whom.”

Go check out your business’ current language surrounding cookie opt-ins and how the
company explains its data usage to ensure it meets the mark.

If you don't have a clearly defined privacy or cookie policy on your company’s website, take
a break from reading this article and go write a draft — it's that important.

Work with IT to audit current data
management practices

GCs and IT need to work together to minimize risk. The best starting point is to collaborate
on a thorough data management audit to identify vulnerabilities in terms of both
compliance (GCs) and cybersecurity (IT).

Most people tend to think solely of consumer data when it comes to data privacy issues,
but employee data is just as vulnerable. As noted in Forbes, data privacy lawsuits from
employees are growing, along with “the willingness for courts to punish employers” who fail
to protect their employees’ sensitive information.

Use your understanding of regulatory requirements as a benchmark to evaluate if
consumer and employee data storage, access, usage, and protection measures are
compliant. And don't worry, IT can walk you through all of the different data types and
processes before turning their attention to technical vulnerabilities. These come in many
forms, from homegrown and legacy software built on risky “spaghetti code” to unsecured
virtual private networks (VPNs) for remote work.

After you both finish your review, you can go over the findings and start drafting a follow-up
plan to address the most urgent priorities first.
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https://www.tessian.com/blog/biggest-gdpr-fines-2020/
https://www.dlapiperaccelerate.com/system/modules/za.co.heliosdesign.dla.accelerate/functions/news-article.pdf?article=d1c36f17-aebc-11e7-b26f-00224d6b8fd7
https://www.forbes.com/sites/tomspiggle/2021/04/22/employee-data-privacy-lawsuits-a-growing-trend/?sh=393222753555
https://sync-sys.com/5-ways-your-legacy-systems-may-add-to-cybersecurity-risks/
https://www.cybersecuritydive.com/news/vpn-security-attack-remote/597960/

0 4 Help create formal data management policies
and employee training

As we mentioned, under the GDPR’s “accountability” principle, companies need to be able to show
what steps they've taken to maintain compliance. Documented policies and procedures make it
much easier to train employees on best practices, and they also serve as a record of your company
taking action.

From breaking security rules to phishing, human error is the most common cause of data breaches.

Even so, IT leaders ranked it at the bottom of their list of concerns in Egress’ Insider Data Breach

Survey 2021. So, employee training is an underutilized tactic for improving data security, but it's key
to a strong cyber defense. Work with IT and human resources to oversee robust, mandatory training
initiatives on company cybersecurity policies and best practices.

Your best chance of minimizing risk and potential liability
is to include the following in training materials:

-+ What data can and can't be accessed or shared by employees (and why)

« Cybersecurity guidelines for remote work

« How to identify phishing scams and examples

« Best practices for creating strong passwords and avoiding password reuse

« Brief summaries of applicable data privacy laws

+ Relevant industry examples of data breaches caused by humor error

« Clear explanations of the ramifications of violating company cybersecurity policies

« Who to contact with concerns about any suspicious cyber activity

Additionally, make sure the training takes them through real-world scenarios where they have to
apply their knowledge to pass. As cyber education company Cybint notes, training will be of the

most value when you “not only focus on what employees should know but what they should do.”

05 Bring in a third-party expert for annual
compliance reviews

It's always helpful to have another set of eyes reviewing complex work, and data privacy compliance

is no exception. Once you and your IT department believe your company meets its compliance

requirements, have an outside vendor conduct an objective evaluation. This fresh perspective

increases the chance of catching any compliance gaps, which will save you money and time in the
= long run. For long-term compliance, try to bring experts in at least once a year.

@SimpleLegal



https://www.businesswire.com/news/home/20210713005123/en/94-Of-Organizations-Have-Suffered-Insider-Data-Breaches-Egress-Research-Reveals
https://www.egress.com/only-human/report#report-form
https://www.egress.com/only-human/report#report-form
https://www.cybintsolutions.com/cybersecurity-training-for-employees-what-you-need-to-know/
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https://www.simplelegal.com/blog/legal-metrics

About Simplelegal

SimpleLegal provides a modern legal operations management platform that streamlines
the way corporate legal departments manage their matters, track and interpret spend,
and collaborate with vendors and law firms. SimpleLegal combines e-Billing and spend
management, matter management, vendor management, and reporting and analytics
into one comprehensive application to optimize legal operations and the management
of the entire legal department.

For more information visit: www.simplelegal.com
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